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PUBLIC CYBER ATTACK MISSIONS for individuals in an open class Scenario Description / Course Outline

Individual SOC analysts, managers, 

and engineers looking to put their 

detection, investigation, or remediation 

skills to the test in a single mission. 

Attack Type: Java Send Mail Half day

Remote: 

Virtual live 

Instructor-led 

via broswer

Similar to Java NMS Kill, this scenario emulates 

a Watering-Hole attack in which the attacker 

sits and waits for the victim. The victim, having 

performed the expected action of navigating to a 

known, infected website enables the hacker to 

“eavesdrop” on all messages within the 

organization through the execution of a Trojan 

Horse. Participants will leverage their advanced 

analysis techniques in this complex attack to 

detect, analyze and stop the malicious code to 

minimize the attack surface and protect the 

organization from further compromise.

Advanced

- Linux log management

- Checkpoint firewall

- HTML/Java knowledge

- ArcSight

- Linux forensics

Be immersed in a live cyber attack playing out on a virtual cyber range! Participate from anywhere in a half-day, live, Cyber 

Attack Mission and put your detection, investigation, or remediation skills to the test. This mission will feature a cyber attack 

of your choice happening before your eyes in a live network. Prices are per person. 






